	Data Protection

	

	LSC Guidance and signposting

	

	December 2008

	


Purpose of this document

This document provides basic guidance regarding data protection.  Included within the document is signposting to other sources of guidance, which might also provide advice and support.  This document is not intended as advice and organisations should therefore seek independent advice, where it is required.

What is data protection?

Data protection concerns the handling of personal data.  It seeks to ensure that personal data is managed fairly and lawfully, and an individual’s rights to privacy are safeguarded.

What is personal data?
Personal data is broadly defined by the Information Commissioner as information that is about a living individual.  Precisely whether information is ‘personal data’ is likely to depend upon circumstances, but the Information Commissioner provides further guidance to support organisations:

http://www.ico.gov.uk/about_us/news_and_views/current_topics/what_is_personal_data.aspx
In order for the data to be processed lawfully, conditions need to be met as set out in the Data Protection Act 1998 (see Appendix III).
What is sensitive personal data?

Sensitive personal data is a category of personal data that  is considered particularly sensitive (for example, information about a person’s physical and mental health) and therefore requires further specific conditions to be met for it to be processed lawfully (see Appendix II and IV).
What does “processing” mean?

This is a very broad term that can mean many things, including reading, collecting, storing, changing, transmitting and deleting.

What are the requirements about handling data laid down by law?

The primary statute governing personal data is the Data Protection Act 1998.

The Act sets out eight defining principles that organisations are expected to apply, (although exemptions do exist).  These principles are set out in 
Annex I.

What are the implications to an organisation of applying the Data Protection Act?

If you are required to comply with the Act, you have a number of legal responsibilities:

· to notify the Information Commissioner (see information on page three) you are processing personal information, unless you are an organisation who has personal information only for: 

· staff administration (including payroll); 

· advertising, marketing and public relations for your own business; or

· accounts and records (some not-for-profit organisations) 

· to process the personal information in accordance with the eight principles of the Act; and 

· to answer subject access requests received from individuals (i.e. an individual seeking information that you hold about him/her)
What guidance is available for organisations, regardless of size?

All of the legal obligations described above are covered by Good Practice Notes produced by the Information Commissioner’s Office and other information on his website. The Office also provides a Help Line. Contact details for the Commissioner’s Office, including the Help Line, are provided at the end of page three of this document.
Data Protection guidance from the Information Commissioner:

The Commissioner’s website can be found at: www.ico.gov.uk
The Commissioner recognises that addressing data protection issues can seem complex.  His office has produced simple guidance which supports even small organisations.  Key documents include:

Getting it right – a brief guide to data protection for small businesses

http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/geting_it_right_-_how_to_comply_checklist.pdf
Security of personal information:

http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/security%20v%201.0_plain_english_website_version1.pdf
Registering with the Information Commissioner:

http://www.ico.gov.uk/Home/what_we_cover/data_protection/notification.aspx
Training guidance for small organisations:

http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/trainingchecklist_v1_web_version.pdf
Checklist for handling requests for personal information:
http://www.ico.gov.uk/upload/documents/library/data_protection/practical_application/checklist_for_handling_requests_for_personal_information.pdf
Outsourcing – guide for small and medium-sized businesses:

http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/outsourcing_-_a_guide_for_small_and_medium_businesses.pdf
The complete Information Commissioner document library can be found here:

http://www.ico.gov.uk/tools_and_resources/document_library/data_protection.aspx
Contact details for the Information Commissioner:

By telephone: 
The ICO helpline: open between the hours of 9.00am and 5.00pm, Monday to Friday.

Tel: 08456 30 60 60
Tel: 01625 54 57 45
Fax: 01625 524510 

By post: The Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

By e-mail: 

· Notification enquiries: notification@ico.gsi.gov.uk
· Legal enquiries: http://www.ico.gov.uk/ESDWebPages/GenEnq.asp
· Other enquiries: mail@ico.gsi.gov.uk
Appendix I:  Data Protection Act 1998 and principles
The Act works in two ways. Firstly, it states that anyone who processes personal information must comply with eight principles, which make sure that personal information is:

· Fairly and lawfully processed 

· Processed for limited purposes 

· Adequate, relevant and not excessive 

· Accurate and up to date 

· Not kept for longer than is necessary 

· Processed in line with your rights 

· Secure 

· Not transferred to other countries without adequate protection

The second area covered by the Act provides individuals with important rights, including the right to find out what personal information is held on computer and most paper records.

The eight principles, in full, are:

1 Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless— 

(a) at least one of the conditions in Schedule 2 is met, and 

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met. 

2 Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes. 

3 Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. 

4 Personal data shall be accurate and, where necessary, kept up to date. 

5 Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes. 

6 Personal data shall be processed in accordance with the rights of data subjects under this Act. 

7 Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. 

8 Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

Appendix II: Sensitive personal data 
In the Data Protection Act, “sensitive personal data” means personal data consisting of information as to—
(a) the racial or ethnic origin of the data subject, 

(b) his/her political opinions, 

(c) his/her religious beliefs or other beliefs of a similar nature, 

(d) whether he/she is a member of a trade union (within the meaning of the [1992 c. 52.] Trade Union and Labour Relations (Consolidation) Act 1992), 

(e) his/her physical or mental health or condition, 

(f) his/her sexual life, 

(g) the commission or alleged commission by him/her of any offence, or 
(h) any proceedings for any offence committed or alleged to have

been committed by him/her, the disposal of such proceedings or the

sentence of any court in such proceedings.

Appendix III: Data Protection Act 1998 - Schedule 2 provisions:

Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless at least one of the conditions in Schedule 2 is met: 

Schedule 2

1 The data subject has given his consent to the processing. 

2 The processing is necessary— 

(a) for the performance of a contract to which the data subject is a party,or 

(b) for the taking of steps at the request of the data subject with a view to

entering into a contract. 

3 The processing is necessary for compliance with any legal obligation to which the data controller is subject, other than an obligation imposed by contract. 

4 The processing is necessary in order to protect the vital interests of the data subject. 

5 The processing is necessary— 

(a) for the administration of justice, 

(b) for the exercise of any functions conferred on any person by or under

any enactment, 

(c) for the exercise of any functions of the Crown, a Minister of the Crown
or a government department, or 

(d) for the exercise of any other functions of a public nature exercised in

the public interest by any person. 

6 (1) The processing is necessary for the purposes of legitimate interests pursued by the data controller or by the third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject. 

(2) The Secretary of State may by order specify particular circumstances in which this condition is, or is not, to be taken to be satisfied. 

Appendix IV: Data Protection Act 1998 - Schedule 3 provisions:

 Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless— 

(a) at least one of the conditions in Schedule 2 is met, and 

(b) in the case of sensitive personal data, at least one of the 
conditions in Schedule 3 is also met. 

Schedule 3
1 The data subject has given his explicit consent to the processing of the personal data. 
2 (1) The processing is necessary for the purposes of exercising or performing any right or obligation which is conferred or imposed by law on the data controller in connection with employment. 

(2) The Secretary of State may by order— 

(a) exclude the application of sub-paragraph (1) in such cases as may be 
specified, or 

(b) provide that, in such cases as may be specified, the condition in sub-

paragraph (1) is not to be regarded as satisfied unless such further

conditions as may be specified in the order are also satisfied. 

3 The processing is necessary— 

(a) in order to protect the vital interests of the data subject or another

person, in a case where— 

(i) consent cannot be given by or on behalf of the data subject, or 

(ii) the data controller cannot reasonably be expected to obtain the

consent of the data subject, or 

(b) in order to protect the vital interests of another person, in a case where

consent by or on behalf of the data subject has been unreasonably

withheld. 

4 The processing— 

(a) is carried out in the course of its legitimate activities by any body or

association which— 

(i) is not established or conducted for profit, and 

(ii) exists for political, philosophical, religious or trade-union

purposes, 

(b) is carried out with appropriate safeguards for the rights and freedoms of data subjects, 

(c) relates only to individuals who either are members of the body or

association or have regular contact with it in connection with its purposes,

and 

(d) does not involve disclosure of the personal data to a third party without

the consent of the data subject. 

5 The information contained in the personal data has been made public as a result of steps deliberately taken by the data subject. 

6 The processing— 

(a) is necessary for the purpose of, or in connection with, any legal

proceedings (including prospective legal proceedings), 

(b) is necessary for the purpose of obtaining legal advice, or 

(c) is otherwise necessary for the purposes of establishing, exercising or

defending legal rights. 

7 (1) The processing is necessary— 

(a) for the administration of justice, 

(b) for the exercise of any functions conferred on any person by or under

an enactment, or 

(c) for the exercise of any functions of the Crown, a Minister of the Crown

or a government department. 

(2) The Secretary of State may by order— 

(a) exclude the application of sub-paragraph (1) in such cases as may be

specified, or 

(b) provide that, in such cases as may be specified, the condition in sub

paragraph (1) is not to be regarded as satisfied unless such further

conditions as may be specified in the order are also satisfied. 

8 (1) The processing is necessary for medical purposes and is undertaken by— 

(a) a health professional, or 

(b) a person who in the circumstances owes a duty of confidentiality which

is equivalent to that which would arise if that person were a health

professional. 

(2) In this paragraph “medical purposes” includes the purposes of preventative medicine, medical diagnosis, medical research, the provision of care and treatment and the management of healthcare services. 

9 (1) The processing— 

(a) is of sensitive personal data consisting of information as to racial or

ethnic origin, 

(b) is necessary for the purpose of identifying or keeping under review the

existence or absence of equality of opportunity or treatment between

persons of different racial or ethnic origins, with a view to enabling such

equality to be promoted or maintained, and 

(c) is carried out with appropriate safeguards for the rights and freedoms

of data subjects. 

(2) The Secretary of State may by order specify circumstances in which processing falling within sub-paragraph (1)(a) and (b) is, or is not, to be taken for the purposes of sub-paragraph (1)(c) to be carried out with appropriate safeguards for the rights and freedoms of data subjects. 

10 The personal data are processed in circumstances specified in an order made by the Secretary of State for the purposes of this paragraph. 
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